1. Introduction {#sec1-sensors-20-02081}
===============

In various domains, the technology of wireless sensor network (WSN) \[[@B1-sensors-20-02081],[@B2-sensors-20-02081],[@B3-sensors-20-02081]\] has been used in an efficient way to improve network performances. The main reason to uses different sensors in the environmental field due to their manageable and easy configuration setup \[[@B4-sensors-20-02081],[@B5-sensors-20-02081],[@B6-sensors-20-02081],[@B7-sensors-20-02081]\]. Additionally, the sensor nodes operate autonomously and construct the network infrastructure in an ad-hoc manner. In such infrastructure, nodes have not a stable network topology and they can join the more suitable neighbor for data transmission based on some factors. The sensor nodes sense the observing data and forward towards BS with the help of some gateway and cluster heads. These cluster heads have a role of aggregating the received data packets and relay towards BS. The cluster heads effectively construct a single-hop or multi-hop path to BS and work as a focal point in entire data transmission. Furthermore, the cluster heads store the received data in its memory and follow the store and forward mechanism. The end-users access the centralized BS via the Internet or different web-based applications to retrieve the required observing data \[[@B8-sensors-20-02081],[@B9-sensors-20-02081],[@B10-sensors-20-02081],[@B11-sensors-20-02081]\].

During data transmission, the deployed sensors can be static or mobile. The static sensors are also referred to as non-adaptive and their constructed routing tables are fixed. While on the other hand, the routing tables of mobile sensors are dynamic and frequently updated when any change incurs in the network topology. The static routing solutions are more secure when compared to dynamic routing; however, the solutions that are based on the static algorithms are not appropriate for large regions and network scalability \[[@B12-sensors-20-02081],[@B13-sensors-20-02081]\]. In recent years, the technology of IoT has been merged a lot with other fields to improved communication in terms of network throughput, resource utilization, and load distribution \[[@B14-sensors-20-02081],[@B15-sensors-20-02081],[@B16-sensors-20-02081]\]. In IoT, many physical objects are attached to convert the information while using the Internet. Moreover, the technology of WSN provides the foundation for IoT systems and supports in observing and forwarding the conditions for the physical environment \[[@B17-sensors-20-02081],[@B18-sensors-20-02081],[@B19-sensors-20-02081]\]. [Figure 1](#sensors-20-02081-f001){ref-type="fig"} illustrates the scenario for smart agriculture based on various sensors, sink nodes, BS, Internet, and users.

The drastic changes in climate negatively impact the agriculture eco-system causing heaving rains, droughts, floods, and abrupt weather conditions \[[@B20-sensors-20-02081],[@B21-sensors-20-02081]\]. These changes are deriving threats to agriculture-related food security in the developing as well as the developed world. The climates related challenges that are faced by agriculture can be overcome by adopting smart agriculture using IoT devices, which can increase agriculture yields and productions. The use of sensors in agriculture has been introduced in the last few decades as an offline data collector \[[@B22-sensors-20-02081],[@B23-sensors-20-02081],[@B24-sensors-20-02081]\]. The offline sensor infrastructure collects data and provides sufficient information for making good decisions to overcome future yields or for the next year crops, yet they are unable to provide data regarding frequent changes in the environment, threatening the agriculture yields.

This article is aimed at using state of the art IoT based sensor infrastructure to collect data from the environment and securely transfer the data to the BS for efficient decisions. In the proposed framework, wireless agriculture sensors are scattered in the agriculture land for extracting different information related to soil composition, like humidity, temperature, moisture levels, and water level finders. This information is securely transmitted to the cluster heads, which works as memory buffers or storages to forward data towards BS. Upon the reception of data by the BS securely, the BS can provide up to date information to users for an efficient decision with minimum time. The proposed framework offers an energy-efficient and reliable routing to automate agriculture productions with minimum farmer's burden. The observing data of agricultural sensors are routed towards BS intelligently and securely, which improves the monitoring and productivity of the agricultural land. The simulated experiments for the proposed framework demonstrated outperformed results when compared to existing solutions that are based on different network parameters.

This article is outlined in multiple subsections: [Section 2](#sec2-sensors-20-02081){ref-type="sec"} provides the background work and problem statement, [Section 3](#sec3-sensors-20-02081){ref-type="sec"} explains the proposed framework, [Section 4](#sec4-sensors-20-02081){ref-type="sec"} shows the simulation setup and detailed of parameters, [Section 5](#sec5-sensors-20-02081){ref-type="sec"} provides the experimental results along with discussion, and [Section 6](#sec6-sensors-20-02081){ref-type="sec"} provides the conclusion and the future work in this domain.

2. Background {#sec2-sensors-20-02081}
=============

In the recent era, the technologies of WSN have been applied by different fields because of their low cost, easy deployment, and cost-effective environment \[[@B25-sensors-20-02081],[@B26-sensors-20-02081]\]. In WSN, a large number of sensor nodes are scattered in observing the field to sense the needed data. All of the data are gathered and forwarded towards BS via single or multi-hop adopted data transmission paradigm for post-analysis. Today, the field of agriculture performs a vital role in the improvement and economic growth of any country. Therefore, the field of agriculture should be exploited with some modern technologies, such as IoT-based WSN to reduce time and human efforts, and increase the agricultural throughput in the quality manner \[[@B27-sensors-20-02081]\]. In agriculture land, different kinds of sensors are used for determining the soil, weather, wetness, and temperature conditions. Although, the field of WSN has been exploited by many researchers in the domain of agriculture to improve its performance and reduce the farmer's burden \[[@B28-sensors-20-02081],[@B29-sensors-20-02081]\]. However, the deployed sensors have limited constraints in terms of memory, processing, transmitting and energy power. Besides, data protection is another major research challenge for WSN based applications because of their undependable, uncontrolled, and free-space communication foundation.

In WSN \[[@B30-sensors-20-02081],[@B31-sensors-20-02081],[@B32-sensors-20-02081]\], many researchers have proposed different clustering schemes that aimed to prolong network lifetime and efficient data transmission \[[@B33-sensors-20-02081],[@B34-sensors-20-02081],[@B35-sensors-20-02081]\]. In such schemes, WSN divided into various regions and each region has one cluster head, which aims to gather and forward the sensory information towards BS. Furthermore, most of the sensor nodes moved to sleep mode for prolonging network lifetime. Low energy adaptive cluster hierarchy (LEACH) was proposed by \[[@B36-sensors-20-02081]\], aiming to introduce the concept of a cluster-based approach and improve energy efficiency as compared to traditional approaches. The role of the cluster head is randomly rotated and, accordingly, the LEACH protocol balances the energy consumption among the sensor nodes. In \[[@B37-sensors-20-02081]\], the authors proposed the analytic hierarchy process (AHP), which aims to centralize the process of cluster head selection mechanism. Residual energy, mobility, and distance towards cluster centroid are considered to be the main factors for the selection process of cluster heads. The proposed solution significantly improved network lifetime in the comparison of other solutions. The authors in \[[@B38-sensors-20-02081]\] proposed an energy-efficient k-means technique (EKMT) and determine the optimal cluster heads. The selected cluster heads are closer to the cluster's member as well as the BS. The proposed solution offers to decrease the communication distance among nodes and improve the network lifetime. However, the proposed solution is not efficient in an insecure and unrestricted space environment, as it is open to malicious extortions and might be harmful to sensors data.

Authors \[[@B39-sensors-20-02081]\] proposed cluster head selection in wireless sensor networks while using a fuzzy environment. The proposed solution based on the fuzzy multiple attribute decision making (MADM) approach and uses residual energy, distance to BS, and the number of neighbor's factors for selecting the cluster heads. A simulated network lifetime is prolonged than hierarchical agglomerative clustering (DHAC) \[[@B40-sensors-20-02081]\] protocol under a homogeneous background. An improved chain-based clustering hierarchical routing (ICCHR) algorithm that is based on LEACH \[[@B41-sensors-20-02081]\] consists of cluster formation, cluster head selection, chain formation, and data transmission phases. The selection and distribution of cluster heads in the proposed protocol are non-optimal and they cause extra energy consumption. Based on simulation results, the proposed ICCHR algorithm decreases the ratio of energy consumption, evenly distributing the load among sensor nodes. The authors in \[[@B42-sensors-20-02081]\] proposed an optimized zone-based energy-efficient routing protocol for mobile sensor networks (OZEEP). The main aim of the proposed solution is to improve the network performance in terms of cluster formation and cluster head selection based on distance, density, mobility, and energy factors. The proposed solution achieves balanced energy consumption and improved network lifetime; however, the evaluation of wireless links is missing in the proposed solution. Moreover, security measurements are also not taken into consideration, which results in frequent links and routing failures.

The authors \[[@B43-sensors-20-02081]\] proposed the particle swarm optimization-energy efficient-based cluster head selection (PSO-ECHS) protocol, which prolongs network lifetime and network stability. In the proposed PSO-ECHS protocol, the cluster heads are selected using fitness function, which comprises residual energy, distance from sensor nodes to neighbors, and distance from sensor nodes to BS. The cluster heads are selected based on minimum fitness value and, afterward, the cluster formation phase is initiated. All of the selected cluster heads announced their advertisement message and normal nodes joined them to formulate the clusters. In \[[@B44-sensors-20-02081]\], the authors proposed an energy-efficient centroid based routing protocol (EECRP) to achieve data transmission while using wireless sensor networks. In the proposed protocol, BS initiates the process to compute the centroid position and split the network field into various clusters. In the beginning, the node that is closer to the centroid position is selected as the initial cluster head and the role of the cluster head is shifted by determining the new centroid position. Besides, the proposed protocol also decreases the energy consumption for long-distance data communication. In \[[@B45-sensors-20-02081]\], the authors proposed a secure user authentication and key agreement scheme while using WSN, which aims to securely monitor the agriculture domain. The proposed protocol is validated using Burrows-Abadi-Needham (BAN) logic and the simulation results demonstrate better improvement in terms of security against malicious attacks. However, in most of the other existing works, the proposed solution also does not consider the performance of links in data transmission and leads to packets drop and latency ratio.

It is seen from the discussed studies that sensor nodes are very limited in terms of battery power, transmission, storage, and processing resources. Additionally, it is not possible to replace the components of the sensor nodes in dense and large regions. These low powered sensor nodes have significant impact on the performance of the network in terms of delivery ratio and energy consumption. Furthermore, most of the WSN based smart agriculture applications need the required information in an efficient and timely manner. Therefore, optimizing network lifetime with stable routing and data delivery performance are most of the important research challenges in WSN based applications. Additionally, the selection of cluster heads performs a very important role to balance the load distribution and energy consumption in the WSN based agricultural land. The cluster heads that are one hop away from BS exhaust their energy resource much quickly and lead to the energy hole issue, which degrades network throughput and increases the latency ratio. Moreover, it is observed from the existing work that most of the solution does not consider the strength of the signal in data routing, which significantly increases the packet drop ratio and instability in the network region. Accordingly, most of the energy power of sensor nodes is dissipated due to the selection of poor wireless carrier channels and it leads to frequent retransmissions of agricultural sensors' data. Furthermore, end users obtained the information from the IoT based WSN while using the Internet, which is full of malicious actions and network information can be disclosure to anonymous nodes. Therefore, data security is another important research aim for a WSN based smart agriculture to achieve network reliability and trustworthiness. Consequently, an energy-efficient and secure IoT based WSN framework must be layout and developed for smart agriculture to optimize network lifetime with reliable delivery performance to end-users. Besides, a trustworthy mechanism can increase the security of individual sensors and formulate realistic end-to-end routing paths. Therefore, the combined concept of energy efficiency with lightweight data security among the low power sensor nodes can improve the efficacy of the IoT-based WSN framework for smart agriculture.

3. Proposed Energy Efficient and Secure IoT-based WSN Framework for Smart Agriculture {#sec3-sensors-20-02081}
=====================================================================================

Several researchers have used the technology of WSN in various domains to sense the environmental data. WSN has also played a vital role in the observation and management of agricultural land in terms of crops, climate, water usage, etc. However, the agricultural land still has some challenges, such as energy efficiency, data routing, and security, due to the limited battery power of sensors and open transmission medium. The basic aim of the proposed solution to develop an energy-efficient and secure IoT based WSN framework for the monitoring and production of agricultural land. In the proposed framework, an appropriate clusters heads are selected based on the optimal decision function. Furthermore, the SNR factor also incorporated in the decision to compute the strength of wireless signals and increase the successful ratio of sensors packets. Our proposed framework offers reliable and energy-efficient methods for the improvement of large-sized agricultural land. Moreover, the proposed framework also accumulated the data security among agricultural sensors to cluster heads and from cluster heads to BS based on secret keys while using the linear congruential generator \[[@B46-sensors-20-02081],[@B47-sensors-20-02081]\], which requires minimal memory and processing time. Accordingly, our proposed framework ensures the trade-off among energy consumption, reliable and secure routing for the agricultural filed.

The research design of the proposed framework is explained in this section. The proposed framework comprises of two main components. In the first component, the agricultural sensors are dispersed to gather information. The sensor nodes are heterogeneous in terms of residual energy, such that the energy level of the heterogeneous nodes is higher than normal sensor nodes. The agricultural sensors are dispersed into various distant areas and each area consists of one cluster head. The role of the cluster head is to receive the information from agriculture land and forward towards BS in a fault-tolerant and energy-efficient manner. The proposed framework balances the load among agricultural sensors and it selects suitable cluster heads based on multi-criteria decision function. Moreover, our proposed framework makes use of a single-hop transmission instead of a multi-hop paradigm to reduce the network bottlenecks and network latency. In the second component, the proposed security mechanism exploits symmetric data encryption between agricultural sensors and presents a robust transmission in the field using pseudorandom number generation. [Figure 2](#sensors-20-02081-f002){ref-type="fig"} demonstrates the research design of the proposed framework for smart agriculture.

3.1. Network Assumptions {#sec3dot1-sensors-20-02081}
------------------------

Before discussing the proposed Energy Efficient and Secure IoT Based WSN Framework for Smart Agriculture, some network assumptions are highlighted, as follows:$N$ number of agriculture sensors are dispersed in the observing squared sized area.All the agriculture sensors and BS remain fixed after the nodes deployment.Transmission links are symmetric.Agriculture sensors are heterogeneous in terms of energy resources.BS has the most powerful node with unlimited resources.The location of agriculture sensors is determined using Global Positioning System (GPS).

3.2. Energy and Link Efficient Routing {#sec3dot2-sensors-20-02081}
--------------------------------------

This section presents discussion on the design of the proposed energy and link efficient routing, which includes two main levels. The first level is based on a multi-criteria decision function for the selection of optimal cluster heads. Afterwards, the least energy consumption nodes are formulated into different clusters. The second level of the proposed energy and link efficient routing is to make the routing channel more stable for a longer time, which prevents the wireless link from misbehaving activities from cluster heads to the BS. Our proposed framework uses the node energy$~e_{i}$, Signal to Noise Ratio $SNR_{i,BS}$, and distance to BS $d_{i,BS}$ as a multi-criteria decision-making function $f\left( n \right)$ for the selection of cluster heads, as given in equation 1. The aim of using SNR \[[@B48-sensors-20-02081],[@B49-sensors-20-02081]\] is the proposed framework is to determine the strength of the signal and efficiently increase the delivery performance. SNR is defined as the ratio of the Received Signal Strength Indicator (RSSI) to background noise. Let us consider that $RSSI_{i}$ is the received signal strength indicator and $Bn_{i}$ denotes the background noise for link $i$ accordingly, the value of $SNR_{i}$ can be computed by $RSSI_{i}/Bn_{i}$. The link with the least value of $SNR_{i}$ is chosen as being more appropriate for data transmission. $${f\left( n \right) =}{e_{i} + (1/d_{i,BS})}{+ (1/SNR_{i})}$$

The value of $f\left( n \right)$ is normalized in the range of \[0...1\] using 1−$f\left( n \right)$.

In the proposed framework, BS maintains a global table that comprises information regarding agricultural sensors. The store information consists of node position, distance from BS, residual energy and SNR factors. Based on the stored information, BS evaluates $f\left( n \right)$ and generates a normalized score. Afterward, BS chooses the highest scored sensor node in agriculture land as an initial cluster head. Accordingly, BS maps the entries against the nodes as selected cluster heads based on $f\left( n \right)$. The rest of the nodes that are not marked as cluster heads are considered to be normal nodes. Subsequently, BS formulate the one-hop nodes from each cluster head as its member and accordingly updates the global table. In the proposed framework, all the agriculture sensors gathered the required data and forwarded it to their cluster heads. Afterward, cluster heads exploit a single-hop mechanism to transmit the data towards BS, which further interconnects to the Internet and the end-users can obtain the data regarding agricultural land for further analysis.

3.3. Secure Data Transmission from Agriculture Sensors towards BS {#sec3dot3-sensors-20-02081}
-----------------------------------------------------------------

In the proposed framework, data from the agriculture sensors are routed while using a secure and trusted network towards the cluster heads and further towards the BS. In this framework, the BS generates secret keys using the recurrence of the linear congruential equation that is given by Equation (2). $$Y_{n + 1} = \left( {\alpha Y_{n} + \beta} \right)~mod~m$$ where $Y_{i}$ are the generated secret random values for sensor node $n_{i}$, $m$ is the modulus parameter which must be greater than 0, $\alpha$ is the multiplier parameter and it must be greater than zero and less than the modulus$~m$, $\beta$ is the increment parameter and it must be greater or equal to zero and less than the modulus $m$, and $Y_{0}$ is the seed value and it must also be greater or equal to zero and less than the modulus $m$. Accordingly, all of the sensor nodes are provided secret keys using equation 2. Afterward, when the sensor node $n_{i}$ send data $m_{i}$ to the cluster head CHj, it is encrypted while using Equation (3). $$E_{j}\left( m_{i} \right) = m_{i} \oplus Y_{i}$$ where $\oplus$ is the XOR operation between the data $m_{i}$ from the agriculture sensor node $n_{i}$ towards CHj. The encrypted data $E_{j}\left( m_{i} \right)$ is further transmitted towards the BS, which can decrypt it by taking the XOR with the key $Y_{i}$ as given in equation 4. $$D_{j}\left( m_{i} \right) = E_{j}\left( m_{i} \right) \oplus Y_{i}$$

4. Simulation Setup with Experimental Results {#sec4-sensors-20-02081}
=============================================

This section presents the default simulation parameters \[[@B50-sensors-20-02081],[@B51-sensors-20-02081],[@B52-sensors-20-02081]\] that are used in the experimental analysis of the proposed framework against relevant solutions i.e., PSO-ECHS \[[@B43-sensors-20-02081]\] and EECRP \[[@B44-sensors-20-02081]\]. The simulation experiments are executed using Network Simulator2 (NS2) \[[@B53-sensors-20-02081],[@B54-sensors-20-02081]\], which is a well-known open-source and best simulation tool to analyze network routing and communication. [Table 1](#sensors-20-02081-t001){ref-type="table"} illustrates the simulation parameters along with their default values. The simulation results are evaluated based on a varying number of rounds. The period of a single simulation round is set to 20 s. Additionally, the number of agriculture sensors and anonymous nodes is set to 100 and 15, respectively. All of the agricultural sensors, i.e., temperature sensors, light sensors, soil moisture sensors, location sensors, airflow sensors, etc., and anonymous nodes are scattered randomly. The number of agricultural sensors is set to 100. The number of malicious nodes is fixed to 15. Packet size (k) and payload size are set to 64 bits and 256 bytes. The residual energy of agriculture sensors is non-uniform, i.e., 2j to 4j. The data traffic between the sensor nodes is a type of Constant Bit Rate (CBR) and a transmission range of agriculture sensors is fixed to 20 m.

5. Experimental Results and Discussion {#sec5-sensors-20-02081}
======================================

The section explains the experimental results between the proposed framework and the existing solution. The performance of the proposed framework with other solutions is measured based on network throughput, packets drop ratio, network latency, energy consumption, and routing overheads.

5.1. Analysis of Network Throughput with Discussion {#sec5dot1-sensors-20-02081}
---------------------------------------------------

In [Figure 3](#sensors-20-02081-f003){ref-type="fig"}, the proposed framework is compared with an existing solution in terms of the network throughput under varying simulation rounds. It is seen from the simulation experiments that the proposed framework improved the performance of network throughput in comparison with the existing solutions by 10% and 17%, respectively. The improved performance of network throughput is due to the robust and link-aware cluster heads. Unlike other solutions that do not consider the measurement of signals strength between sensor nodes, the proposed framework incorporates SRN factor in an intelligent selection decision for choosing cluster heads, which increases the ratio of packet delivery in agricultural land due to their robust behavior. Moreover, the increase in network throughput for the proposed framework against existing solutions is due to the sharing of data encryption secret keys that are based on the linear congruential generator, such that proposed solution leads to efficient network throughput with consistent network connectivity. Additionally, the proposed framework measures the SNR ratio among nodes for a particular data transmission link, which considerably affects the transmission of agricultural data towards BS.

5.2. Analysis of Packets Drop Ratio with Discussion {#sec5dot2-sensors-20-02081}
---------------------------------------------------

[Figure 4](#sensors-20-02081-f004){ref-type="fig"} demonstrates the simulation results of the proposed framework with other solutions in terms of the packet drop ratio. It is observed from the results that the proposed framework improved the packet drop ratio by 29% and 48% when compared to the existing solutions. The existing solution overlooked the importance of transmission link factor thereby results in increasing drop rates. Our proposed framework makes use of the measurement of signal strength along with the residual energy of sensor nodes during data forwarding, which results in offering efficient routing performance. Furthermore, the proposed framework improves the ratio of packets delivery by evaluating the multi-criteria decision function and eliminating the congested nodes for data routing. Additionally, the proposed framework incorporates the distance to the BS factor and reduces the length of routing paths and achieves a better packet reception ratio. Besides, the proposed framework makes the data transmission more secure with limited computational overheads on the part of sensor nodes, which decreases the chances of anonymous nodes to drop the data packets and increases the performance of data privacy.

5.3. Analysis of Network Latency with Discussion {#sec5dot3-sensors-20-02081}
------------------------------------------------

[Figure 5](#sensors-20-02081-f005){ref-type="fig"} illustrates the performance between the proposed framework and existing work concerning network latency. It increases the chances of network dis-connectivity and gives rise to a network latency ratio due to the presence of malicious nodes. However, it is observed from the experimental results that the network latency ratio of the proposed framework is improved by 11% and 17%, respectively, as compared to the existing solutions. The proposed framework chooses the most link and energy-efficient cluster heads for data routing towards BS. Moreover, the proposed framework exploits the SNR factor to identify the ratio of the congested link and reduces the chances of selecting the weak node as a data forwarder. Unlike a multi-hop paradigm that has the chances of a lot of obstacles on each hop, our proposed framework uses single-hop data transmission mode. Such an obstacle not only increases the network latency from cluster heads to BS, but on the other hand, it also reduces the energy consumption, when the transmission power of sensor nodes is considered in the measurement of network performance. Such a dynamic decision offers a longer lifetime routing path and agricultural data arrives at BS in a timely and efficient manner. Additionally, the proposed framework exploits the direct transmission path and decreases the ratio of network delay instead of using the multi-hop path, which significantly increases the ratio of network latency due to store and forward mechanism. Moreover, unlike most of the existing solutions that do not consider data security and lead to drop the data packet by the malicious node. Our proposed framework presents a secure algorithm for data encryption, which helps to avoid the data re-transmission and explicitly reduce the ratio of network delay between agricultural sensors and BS.

5.4. Analysis of Energy Consumption with Discussion {#sec5dot4-sensors-20-02081}
---------------------------------------------------

In [Figure 6](#sensors-20-02081-f006){ref-type="fig"}, the performance analysis of the proposed framework in comparison of other solutions under varying simulation rounds is illustrated. It is seen from the simulation results that the proposed framework improves the ratio of energy consumption with other solutions by 11% and 21%. This is due to the proposed framework evenly distributing the load of energy consumption between sensor nodes. In the proposed framework, based on multi-criteria decision function an optimal nodes are selected for the position of clusters in agriculture land. Furthermore, the process of cluster heads selection and cluster formations are controlled by BS instead of in a distributed manner, which pointedly decreases the ratio of energy depletion in the observing field. Moreover, the process of recurrent re-clustering and re-routing are avoided by the proposed framework due to the multi-criteria decision function. The proposed framework significantly reduces the energy consumption in the agriculture domain, because the more appropriate cluster heads are selected in terms of energy efficiency, distance to BS, and signal strength factors.

5.5. Analysis of Routing Overheads with Discussion {#sec5dot5-sensors-20-02081}
--------------------------------------------------

In [Figure 7](#sensors-20-02081-f007){ref-type="fig"}, the routing overheads between the proposed framework and other solution is illustrated under varying simulation rounds. The experimental results demonstrate that the proposed framework improves the routing overheads in comparison with the existing solutions by 19% and 33%, respectively. The proposed framework offers an intelligent decision that is based on multiple criteria for the selection of cluster heads with minimum processing overheads on sensor nodes. Besides, instead of using a multi-hop paradigm, the proposed framework exploits a single-hop pattern for data routing and makes use of distance to BS factor along with other performance parameters in routing decision. Such an approach decreases the probabilities of unnecessary energy consumption and overheads in data transmission. Additionally, unlike other solutions that maintain a local routing table on each node level and all the nodes update it frequently. The proposed framework maintains a global information table on BS and the table is updated in a controlled manner when needed. This mechanism expressively decreases the ratio of routing overheads and improves the performance of data transmission in the agriculture field. Moreover, the proposed framework drops the routing overheads under anonymous nodes by decreasing the possibility of data re-routing due to the integration of a data encryption algorithm based on the recurrence of the linear congruential generator.

6. Conclusions {#sec6-sensors-20-02081}
==============

The technology of wireless sensor networks performs a vital role in the development of the agriculture domain. This paper presents an energy-efficient and secure IoT based WSN framework for smart agriculture application. The main aim of the proposed framework is to appoint the more suitable cluster heads based on multi-criteria decision function. The decision is based on residual energy, distance to BS, and SNR factors. Additionally, the proposed framework is to adopt a single-hop paradigm for data transmission and decreases the chances of bottlenecks among agriculture sensors and BS. Our proposed framework presents an intelligent decision for data routing and decreases the ratio of energy consumption with improved data delivery performance in the agriculture field. Unlike most of the existing solutions, the proposed framework exploits a mechanism that is based on the SNR factor to determine the strength of signals and it achieves more stable network performance between agriculture sensors and BS. Moreover, the proposed framework offers secure data transmission from agriculture sensors towards BS based on secret keys while using the recurrence of the linear congruential generator. In future work, we aim to analyze the performance of the proposed framework in a mobile-based IoT network and Intelligent Transportation System (ITS).
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###### 

Simulation parameters.

  Parameter            Value
  -------------------- ---------------
  Simulation area      200 m × 200 m
  Deployment           Random
  Sensor nodes         100
  Malicious nodes      15
  Packet size, k       64 bits
  Energy level         2 j to 4 j
  Payload size         256 bytes
  MAC layer            IEEE 802.11b
  Control message      25 bits
  Transmission range   20 m
  Simulation rounds    0 to 1000
  Traffic flows        CBR
  Simulation tool      NS2.35
